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General Data Protection Requirements (GDPR)
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General Data Protection Regulations (GDPR)
Please note that this is an interpretation of the GPDR regulations in relation to Library and Knowledge Services.  Local Trust information governance leads should be consulted if you have any concerns or queries.
For fuller documentation, please refer to the Information Commissioner’s Office’s Guide to the General Data Protection Regulation (GDPR)
General points
The regulations come into force on 25th May 2018.
1. The definition of personal data now includes ‘any information relating to an individual’s… private, professional or public life’ and personal identifiers such as photographs, CCTV images, posts on social media and IP addresses.
2. Data subjects have the right to be informed that their data is being processed via a privacy notice which explains the grounds on which data is being collected, who is processing the data, the intended use of the data, the retention period for the data, and their right to complain.
3. Data subjects can access, correct and, in circumstances where extreme distress has been caused, erase data. Organisations must respond to requests for access within one month.
4. Consent for data processing is only required in specific circumstances (see below under Consent).  Where consent is required, it cannot be implied but must be actively granted by the individual”
5. Personal data allowed under GDPR must be portable between organisations, so must not be held in proprietary formats/must be able to be exported to a generic format such as a .CSV file.
What may be covered?
GDPR covers all data you may hold about individuals. This may include:
· Reader records on library management systems
· Athens accounts
· ILL and other request forms
· Paper registration forms
· Information about users collected for other purposes, such as current awareness
· Photographs of users of the library
· Twitter feed archives
What you need to do in your library service
1. Find out who is leading on GDPR in your organisation and prepare for a conversation with them about use of personal data in your library service.
2. Do a quick library team audit of all the personal data you keep in relation to the services you provide. For each think: Who (is the data subject), What (data is being processed), Why (is it being processed), Where (is it being stored) and How (is it being used)?
3. Think about what privacy notices you might need to cover the data processing requirements for your service. Privacy notices can cover more than one instance of data processing, but it must be possible for users to positively opt-in to each. 
If you are going to use the information to create a reader record on your LMS for the purposes of borrowing books, and also use the information for current awareness or marketing, these need to be specified individually
4. Check your procedure for dealing with access, correction and deletion requests – and update these if necessary.
5. Check that personal data you hold is held in or could be converted to a commonly used electronic format.
6. Talk to your Information Governance Department for advice.  You may need to update your IG Toolkit paperwork.  See the bibliography for more information.
Consent
1. It is important to understand the difference between use of data based on consent versus legitimate use.  
· Legitimate use relates to processing data and communicating with members in relation to services that they have specifically requested, such as if they have requested an evidence search, booked on to teaching, or signed up to personalised evidence updates.  We do not need opt-in consent to process data in these cases although we should ensure that members know how we are processing their data. 
· Opt-in consent must be given when processing data or communicating with members in ways that they have not specifically requested.  This might include sending out newsletters or promotional information about the LKS, letting them know that they have been invited to join an online community of practice, or sharing their contact information with other staff for the purposes of facilitating collaboration.
Where consent is required…
2. It must be actively given, i.e. you need to give users the choice whether to or not to consent to their information being used, and you can only process their information if they tick the consent option.  
3. You will need a privacy notice which explains why the data is being collected, who is processing it, what you intend to do with it, how long you intend to keep if for, and which explains the data subject’s right to complain.
4. This means you need a fall-back procedure to deal with requests or records where consent is not given.
5. Your consent requests must not be incorporated into other terms and conditions.  They must stand alone.  In a request form, you’ll need a section covering consent and then a separate section dealing with terms and conditions.
6. You may not always need consent.   Consent should not be a precondition of signing up to a service, unless necessary for that service.  You only require consent if recording personal data. This means any information relating to an identifiable person who can be directly or indirectly identified in particular by reference to an identifier.  This can include name, email address, address, reader ID, NHS number. 
7. Give granular options to consent separately to different types of processing wherever appropriate.  This consent for sharing information with other library services, colleagues in the organisation or for marketing library services will need to be listed separately.
8. Name your organisation and any third parties who will be relying on consent.  Third party organisations must be named; categories of organisations are not acceptable.
9. Keep records to demonstrate what the individual has consented to, including what they were told, and when and how they consented.  
a. The requirement to retain records is made clear by the Information Commissioners Office.  As the time period is not specified,  you will need to keep all request forms whether paper or online for the length of time specified in your privacy statement.  
b. Emailed and printed forms must therefore include the privacy statement.   
c. It must be clear that the data subject has ticked the consent box.  The date must also be recorded.  This may be the date of the email when received in your inbox, or the submission date on the form.  
Privacy notices
· A privacy notice should, as a minimum, tell people who you are, what you are going to do with their information, and who it will be shared with.
· You should not draw up a long list of possible future uses; instead just list the uses you are going to make of the information.
Examples:
· Printed privacy notice and membership declaration which will be used with KnowledgeShare.
· Electronic forms may include slightly less information provided there is a link to the full Privacy Policy on your website.  As an example see KnowledgeShare’s privacy notice and membership declaration. 
· See also the new WSFT LKS Registration Form
· Remember that you will need a tick box to gain consent for the use of the data for the library management system administration, and one to consent to it being used for library marketing.
· However, you will want to contact your Information Governance Department about wording of privacy notices as your Trust may have standard wording.
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